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ABSTRACT 
 As an important component for tackling temporal 
variability of renewable energy sources, a BESS (Battery 
Energy Storage System) periodically produces control 
packets to realize conversion between DC battery energy 
and AC energy. The present paper proposes attacks to a 
BESS-integrated smart grid by selectively dropping the 
control packets according to the unique dynamics of DC-
AC energy conversion process in a BESS. As the present 
attacks are able to distort the grid voltage and frequency 
far beyond the limits specified in IEEE standards 519, 
hence may have detrimental effects on electrical 
equipment in single-phase/three-phase smart grids. The 
analysis and simulation results show that the attacks are 
viable. Finally, the paper proposes countermeasures on 
the present attacks by protecting channel's time-stamp 
and control signals. 

Keywords: Smart grid security, Cyber-physical system 
security, Packet dropping attack, Battery Energy Storage 
System (BESS )  

1. INTRODUCTION
According to the Global Futures Report from REN21

(The Renewable Energy Policy Network for the 21st 
Century) [1], the greenhouse gas concentration might 
pass the 400ppm threshold in the global atmosphere and 
would incur the most catastrophic climate disaster. 
Luckily, renewable energy sources (e.g., wind and solar 
power) have a huge potential to reduce the greenhouse 
gas emissions, hence have been invested by many 
countries such as China, EU and USA. For example, 70% 
of net additions to global power generating capacities 
are renewable power because the cost of wind power 
and solar photovoltaic devices are continuously 
decreasing. 

However, different from conventional power 
sources (e.g., coal and crude oil), the renewable power 
resources (e.g., wind and solar energy) are not always 
available steadily at any given location [2]. Therefore, a 
smart grid with high penetration of renewable power is 

challenged by the stochastic fluctuation of renewable 
power, and may be more vulnerable than the 
conventional smart grid in terms of voltage, frequency 
and phase stability [3]. 

A Battery Energy Storage System (BESS) provides a 
practical way to tackle temporal variability of 
intermittent energy generation by integrating BESS into 
smart grid. Specifically, BESS converts solar power into 
chemical energy at day time and releases the power at 
night with battery array. As a result, the smart grid avoids 
the adverse effect of peaks and troughs due to 
renewable power generations. As a BESS has high 
ramping capability and fast disturbance response 
property [4], it could obviously improve the stability 
performance of a smart grid. In addition, it can minimize 
the operating cost [5] and selectively dispatch the energy 
units [6]. Thus, BESS is becoming an essential component 
of a smart grid with renewable resources, and attracts 
growing interest all over the world [7]. 

Although BESS has the potential to optimize any 
smart grid with high penetration of renewable resources, 
a BESS-integrated smart grid confronts many known 
attacks [8] as its components, such as sensor, actuator 
and controller etc., spread over a large public area and 
link together with a real-time network. Those attacks can 
be classified into four categories which are able to drive 
a smart grid out of its state boundaries. (1) ADS 
(Adversarial Data Source) attack which changes the 
physical variable measured by the sensors. For instance, 
ADS selectively changes the actual load consumption 
such that the power meter obtains incorrect readings [9]; 
(2) FDI (False Data Injection) which changes the input
data of controller and/or actuator (e.g., [10]). (3) Delay
attack changes data delivery time [11]. In a closed-loop
control system such as smart grid, delay is usually an
important factor which reduces the system stability.
Hence, if an attacker is able to delay the input of
controller or actuator of the grid, the close-loop control
system stability will decrease sharply; (4) Packet
dropping attack takes effect when a component does not
receive an expected packet timely and then uses the
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previous input or estimate the input [12]. A dropping 
attack can be realized when an attacker directly drops 
the packets by sitting in the middle of communication 
channel, or the recipient drops the packets which are 
erroneous or timeout due to Denial-of-Service attack 
[13].  

In order to ensure the existing attacks feasible, an 
attacker has to custom the attacks based on the domain 
knowledge of the target system. Currently, most of the 
research works on smart grid attack assume that the 
electricity energy waveform is sinusoidal (e.g., the 
output of AC (Alternating Current) synchronization 
generator). However, in a BESS-integrated smart grid, 
BESS does not meet this assumption automatically. 
Instead, BESS needs a sinusoidal reference signal to 
convert DC (Direct Current) battery energy into AC 
waveform which must satisfy the compatibility 
requirement of smart grid [14]. Thus, it is necessary to 
investigate the security impact due to the DC-AC 
conversion process. To fill in this gap, the present paper 
identifies the unique security vulnerability of BESS-
integrated smart grids. In brief, this paper presents 
selective packet dropping attacks which can prevent the 
controller or actuator from using the original data. The 
contributions of the present paper are as follows. 

 Proposing attacks to BESS-integrated smart grid 
by dropping control packets for DC-AC 
conversion, periodically or selectively. The 
present attacks are 

- unique in BESS-integrated smart grids, 
simple in principle and easy to realize; 

- very effective in inducing high THD 
(Total Harmonic Distortion) with 
regard to the limits of IEEE standards 
519 [15], or destabilizing a power grid 
if a large amount of battery capacities 
are disconnected from the grid; 

- applicable to single-phase grids, three-
phase grids and their parallel forms; 

- different in parameter selecting from 
the conventional dropping attack. 

 Proposing countermeasures on the present 
attacks by enforcing time synchronization, and 
replacing time-sensitive control data with time 
insensitive control data; 

 Showing that a packet dropping attack is closely 
related to delay attack when ZOH (Zero-Order 
Hold) is considered in the close-loop system of a 
power grid; 

 Performing analysis and simulation to 
demonstrate that the attacks and 
countermeasure are viable. 

The remainder of this paper is organized as follows. 
Section 2 introduces BESS. Section 3 presents the packet 
dropping attack to BESS-integrated smart grid. Section 4 
discusses the attack performance and countermeasures, 
and Section 5 demonstrates the attacks with abundant 
simulations. Finally, conclusions are drawn in Section 6. 

2. BATTERY ENERGY STORAGE SYSTEM 

BESS is popularly used to solve the variability and 
unpredictability problem of smart grid which has a high 
penetration rate of renewable power sources. To be self-
contained, this section introduces the critical BESS 
structure, conversion mechanism and controllers. 

 

 

2.1 BESS structure 

As shown in Fig.1, a BESS consists of battery arrays used 
to store/release energy, inverters used for power 
conversion between DC and AC, LCL (including inductors 
𝐿  and 𝐿, capacitor 𝐶 ) resonance circuit to regulate 
the AC power into sine/cosine waveform. Optionally, a 
resistor 𝑟 may be added to damp the LCL resonance and 
improve the system stability. In addition, the BESS is 
interfaced with local load (capacitor 𝐶, resistor 𝑅, and 
inductive load which is merged with inductor 𝐿 ) and 
MGCC (Micro-Grid Control Center) used to manage a 
multiple of BESS [16]. Due to the variety of renewable 
energy sources and requirements, a smart grid consists 
of multiple control layers: inner control, primary control, 
secondary control and tertiary control. The lowest layer 
is the inner control which is used to directly tune the 
generator or inverter [17]; primary control which 
responses with local BESS measurements [18]; secondary 
control is used to compensate the voltage and frequency 
deviations and performs the grid synchronization [19]; 

 
 

Fig. 1. Schema of a BESS-integrated smart grid. MGCC 
is used to integrate all the BESS, renewable power 
sources and the power bus. The primary and inner 
control enables to generate PWM to meet the power 
demand. The BESS output voltage V୭ is linked with 
local load C, R and power bus. 

 



  3 

and the highest layer is tertiary control which performs 
the power regulation. Usually a lower layer controller has 
smaller step response time. In addition, a switch SS is 
used to connect with (and/or disconnect from) the main 
grid. 

 
2.2 DC-AC inversion in BESS 

Fig.2 shows the process of DC-AC conversion with a 
half-bridge circuit [20]. In Fig.2a, the battery 𝑉 is the 
energy source, and switches 𝑆ା  and 𝑆ି  (e.g., 
Insulated Gate Bipolar Transistor, or IGBT for short) are 
used to control the direction of the output current 𝐼. 

Fig.2b exemplifies the generation of switch control 
according to a sinusoidal modulating signal 𝑉௪  and 
triangular carrier signal 𝑉. Concretely, if 𝑉௪  > 𝑉, 
the control signals for 𝑆ା  is positive. Otherwise, the 
control signal for 𝑆ା  is negative. That is to say, the 
control signal for 𝑆ା  is a PWM (Pulse Width 
Modulation) signal as shown in Fig.2c. Meanwhile, the 
control signal for 𝑆ି  is a complement of the control 
signal for 𝑆ା, as shown in Fig.2d. As a result, the output 
voltage 𝑉  is AC when the PWM signals are used in 
controlling the switches in Fig.2a. For the full-bridge 
inversion and 3-phase DC-AC inversion, please refer to 
[20]. 

2.3 Inner controller of BESS 

The ENTSO-E (European Network of Transmission 
System Operators for Electricity) specifies a non-critical 
frequency window for charging and discharging the 
battery. This window avoids running BESS primary 
control at near nominal frequency. However, the 
specification only regulates the power frequency at a 
coarse granularity. Moreover, it has less stability range 
and selective performance than a BESS inner control 
system [21]. 

 
With regard to Fig.1, a BESS inner control system 

includes one current controller and one voltage 
controller. The reference input 𝑉  to the voltage 
controller is generated from the primary controller, and 
the reference input to the current controller is generated 
from the voltage controller. Current (and voltage) 
controller samples the LCL resonance circuit current 
(voltage respectively) as a feedback signal. The output 
𝑉௪  of current controller is compared with a 
predefined triangular signal 𝑉  to generate a PWM 

 
 
Fig. 2 Electricity energy DC/AC conversion. (a) Single-
phase half-bridge VSI (Voltage Source Inverter); (b) 
Carrier V  and modulation signal V୮୵୫; (c) PWM 
for switch Sା; (d) PWM for switch Sି. Adapted from 
[20]. 

 

 
 
Fig. 3 Step response in BESS-integrated power system 
when the load demand is doubled from 968W (=
220ଶ/50) to 1936W (= 220ଶ/25) at the time 100ms, 
by changing resistor R in Fig.1 from 50Ω to 25Ω. 
The RMS (Root Mean Square) of voltage is 220V. 
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signal, as described in Subsection 2.2. The PWM signal is 
used to drive the inverters to empower local loads or 
global loads of smart grid. The popular controllers 
comprise PID (Proportional-Integral-Derivative) 
controller and PR (Proportional-Resonant) controller 
[22]. Because PID ensures a BESS-integrated power 
system to have a good step response in terms of output 
power and voltage stability (Fig.3), it is adopted to 
describe our attacks in the following. 
 

 
2.4 Transfer functions of BESS 

Fig.4 shows the diagram of a BESS system in Fig.1, 
where the inner controller, including a PID voltage 
controller 𝐺௩(𝑠)  and PID current controller 𝐺(𝑠) , is 
used to tune the electricity waveform, and PID primary 
controller 𝐺(𝑠)  is used to adjust the active power. 
Their transfer functions are 

𝐺(𝑠)  =  𝐾 +
𝐾

s
                          (1) 

𝐺௩(𝑠)  =  𝐾௩ +
𝐾௩

s
                        (2) 

𝐺(𝑠)  =  𝐾 +
𝐾

s
                        (3) 

for some control parameters such as 𝐾, 𝐾  etc. 
Moreover, denote the L-R-C impedance in Fig.1 as 

𝑍(𝑠)  =  𝑠𝐿 +
𝑅

1 + 𝑠𝑅𝐶
                 (4) 

and the total impedance 

𝑍(𝑠)  =  𝑠𝐿 +
𝑍

1 + 𝑠𝑍𝐶
              (5) 

Then, other transfer functions in Fig.4 are as follows. 

𝐺(𝑠)  =  
𝐼(𝑠)

𝑉(𝑠)
 =  

1

𝑍
                        (6) 

𝐺(𝑠)  =  
𝑉(𝑠)

𝑉(𝑠)
 =  

𝑍

𝑍
                        (7) 

𝐺(𝑠)  =  
𝑉(𝑠)

𝑉(𝑠)
 =  

𝑅
1 + 𝑠𝑅𝐶

𝑍
=  

𝑅

𝑠ଶ𝑅𝐿𝐶 + 𝑠𝐿 + 𝑅
 (8) 

According to [16], the output of a primary controller 
𝐺(𝑡) is 𝐸(𝑡), and the primary controller delivers the 
reference signal 𝑉(𝑡) = 𝐸(𝑡)𝑐𝑜𝑠(𝜔𝑡) to the voltage 
controller 𝐺௩ . In addition, as the DC-AC conversion 
process 𝐺௪() and power 𝑃ோ() are non-linear, it is 
hard to represent them with transfer functions. 

3. ATTACKS TO BESS-INTEGRATED POWER GRIDS 

In a BESS-integrated power system, the control 
schemes such as [23] are beneficial for the performance 
enhancement in either distributed or central smart grids. 
However, as the control signal will be communicated 
over a network, smart grid may suffer from the following 
attacks. 

3.1 Security model 

As a BESS-integrated power system will be one of 
most important infrastructures in the near future, its 
failure may result in significant loss in asset and even 
human life. Hence, an adversary aims to incur high 
disturbance to the BESS-integrated power system given 
that he is capable of 

 Knowing the detail of the target BESS-integrated 
power system to some extent. Usually, the BESS 
system structure is publicly accessible for the 
sake of system compatibility; 

 Intercepting the network packet. In a distributed 
smart grid, the control signal and system status 
may be delivered over a network such as 
5G/TSN (Time Sensitive Network) which is 
accessible to the attacker; 

 Dropping the network packet. An adversary is 
able to induce packet errors or make packet 
timeout, such that the receiver has to drop the 
packet. 

In order to maximize his benefits, an attacker 
attempts to compromise a small number of BESS units or 
communication channels, but incur large damage to the 
main grid. Therefore, he will properly select attack points 
and attack methods. The attack point can be the control 
signal 𝑉௪, or reference signal 𝑉 in Fig.4. However, 
the former is usually very close to the battery array and 
may be tightly protected by the power operator. Hence, 
in this paper, the attacker is assumed to choose to 
manipulate the latter because 𝑉 varies over a large 
range and may be delivered over a wide-area 
(wireless/wired) network. The attack methods will be 
elaborated in Subsections 3.2 ~ 3.3. 

 
 
Fig. 4 System block diagram corresponding to Fig.1. 
The dashed line indicates the potential attack point. 
P  is the power setpoint, and V୮୵୫  is used for 
generating PWM signal in Fig.2. 
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3.2 Time-selective packet dropping attack 

In a BESS-integrated smart grid, the voltage 
controller will sample the input channel and output a 
control signal periodically. If it does not receive the 
control signal 𝑉(𝑡) correctly and timely, it will ignore 
the control signal 𝑉(𝑡), and may reuse the latest valid 
control signal 𝑉(𝑡ᇱ), 𝑡ᇱ < 𝑡, in the control algorithm. 
Hence, if the adversary continuously blocks the control 
channel, he may attack the BESS unit successfully. For 
instance, the attacker drops all the packets for 𝑉(𝑡) 
if 𝑡 ∈  (2𝑘, 2𝑘 + 1)  in millisecond, 𝑘  is integer, the 
output active power fluctuates as shown in Fig.5a, and 
the output voltage waveform is not sinusoidal. That is to 
say, a packet dropping attack may decrease the quality 
of electricity power. 

Corresponding to Fig.5b, Fig.6 shows that there are 
many harmonic frequency components, which 
significantly decreases voltage quality measured with 
total harmonic distortion 

𝑇 𝐻 𝐷 =  
ට𝑎ଶ

ଶ + ⋯ + 𝑎
ଶ + ⋯ + 𝑎ே

ଶ

𝑎ଵ
        (9) 

where 𝑁 is the number of frequencies in total, 𝑎  is 
the voltage RMS (Root Mean Square) of the 𝑖 -th 
harmonic frequency component, particularly, 𝑎ଵ is the 
voltage RMS of the nominal frequency (e.g., 50Hz in EU) 
component. 

THD in Fig.6 is 25% which is much higher than the 
low-voltage harmonics limit 8%  recommended in the 
IEEE-std 519 [15], and the highest individual harmonic 
frequency magnitude is 19% which is also much higher 
than the standard limit 5%. As harmonic distortion may 
cause high temperatures in conductors and 
transformers, as well as strong electronic-magnetic 

interference, the dropping attack can have detrimental 
effects on electrical equipment in the smart grid. 

 
Although a periodic packet dropping attack is able to 

compromise a BESS-integrated smart grid and easy to be 
launched, it can be easily detected by the operator. 

 
3.3 Value-selective packet dropping attack 

If the adversary is able to sniff the reference signal 
𝑉  from the transmission channel, or estimate 𝑉 
with voltage and/or current measurement, he can 
selectively block the packets whose voltage 𝑉(𝑡) are 
higher than a predefine value 𝑣. Therefore, the voltage 
controller receives 𝑉෨(𝑡) = 𝑉(𝑡)– 𝑉(𝑡) , where 
𝑉(𝑡) is the error due to attack. If 𝑉(𝑡) is periodic, 
there are noisy harmonic frequency components. 

Fig.7 illustrates the effect of selective packet 
dropping attack, where an adversary blocks the packets 
for reference voltage 𝑉 > 𝑣 = 220√2𝑐𝑜𝑠൫45°൯ , 

 
 
Fig. 5 Step response performed as Fig.3, but under 
periodic packet dropping attack. (a) the active power 
fluctuates, (b) the voltage is not sinusoidal clearly. 

 
 

 
 
Fig. 6 The y-axis represents the RMS ratio ୟ

ୟభ
 ×

100%, a୧ is the RMS of the ith harmonic frequency 
component for the voltage waveform in Fig.5b. 

 
 

 
 
Fig. 7 Selectively drop packets for V୰ୣ(t)  whose 
phase angle is in the interval ൫−45°, 45°൯. (a) Active 
power output; (b) The output voltage without attack 
(dash line) and with attack (solid line). The difference 
between these two lines is the difference Vୠ(t). 
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whose phase angle is in the interval ൫−45°, 45°൯ .  
𝑉(𝑡)  is the difference between two lines in Fig.7b. 
Clearly, 𝑉(𝑡)  has non-zero mean and harmonic 
frequency components, thus the output voltage (solid 
line in Fig.7b) also has non-zero mean and high harmonic 
distortion (𝑇𝐻𝐷 =  10.7%), although the output power 
in Fig.7a is normal. 

4. DISCUSSIONS 

This section will address attack feasibility, 
relationship of the attacks, performance analysis, 
extensions to more complex BESS, as well as 
countermeasures. 

4.1 Attack feasibility 

1) Attack process: In order to launch the present 
attacks, the adversary is required to access the channel 
used for delivering control signal. There are two options 
to satisfy the requirement: injecting malicious code (e.g., 
the well-known Stuxnet attack) or interfering wireless 
communication. 

Malicious code injection means that the adversary 
need insert some codes into the primary controller, 
voltage controller or current controller. Nonetheless, it is 
not required to change the controller code, but 
controller output time only. One example of such an 
injection code is a dummy function which consumes a lot 
of controller computation time or network 
communication bandwidth, such that the voltage 
controller can not receive or process the signal 𝑉 
timely. For instance, if packet 𝑃 will be sent at time 𝑡, 
the injection code will make the communication channel 
busy by continuously sending dummy packets between 
(𝑡, 𝑡 + 𝑡ଵ ). Then 𝑃 will be delivered at time 𝑡 + 𝑡ଵ 
with a very high probability, i.e., its delay time is 𝑡ଵ . 
Similarly, given that packet 𝑃 is delivered with period 
𝜏 , if the injection code makes the communication 
channel busy for 3𝜏 , two of three packets 𝑃  will be 
dropped due to timeout. There are many real cases of 
code injection (e.g., Stuxnet, PLC virus etc). 

Presently, wireless communication (e.g., 5G) is fast 
enough for real-time control system [24]. For a 
distributed BESS-integrated power grid, a wireless 
control channel has several advantages, including less 
connecting lines, strong anti-interference ability, low 
system redundancy, high reliability and easy expansion 
[25]. Thus, wireless control system will be promising in 
real-time industrial applications. However, wireless 
communication channel is vulnerable to jamming attack 
[26] which enables the adversary to choose packet delay 
time or produce erroneous packets. Once a packet is 
erroneous, the packet will be retransmitted. Thus, the 

jamming time determines the successful re-transmission 
time, i.e., packet delay. If the jamming time is longer than 
the control period, the delayed packet will be dropped 
due to timeout. 

2) Parameter selection: In order to realize the 
present packet dropping attacks, the attacker shall 
choose suitable attack parameters, i.e., threshold value 
𝑣 . To this end, the attacker will randomly start the 
attack with random value 𝑣, or phase angle 𝜙. As the 
output voltage of the smart grid is public, the attacker is 
able to measure the THD easily. If the THD is smaller (e.g., 
too small to activate the switch SS in Fig.1) after attacking 
the grid for 1 second, the attacker will start a new phase 
angle the 𝜙  ⟵  𝜙 − Δ  for some step Δ , and 
repeat the attack process. Subsection 5.4 shows that the 
trial-and-error searching process can converge quickly. 

4.2 The delay factor of dropping attacks 

It is well-known that delay factor will decrease the 
system stability in control community. Indeed, packet 
dropping attack has similar effect as delay attack. 
Specifically, in the system diagram Fig.1, the controllers 
sample the LCL circuit and load, then produce the control 
output in a control period 𝜏. Hence a ZOH (Zero Order 
Hold) is necessary to keep the input and output constant 
in the period 𝜏. ZOH's transfer function.  

𝐺ைு(𝑠)  =  
1 − 𝑒ି௦

sτ
,                   (10) 

and frequency response function 

𝐺ைு(𝑗𝜔)  =  
1 − 𝑒ିఠఛ

𝑗𝜔τ
 ≈  

sin ቀ
𝜔τ
2

ቁ

𝜔τ
2

𝑒ି
ఠத

ଶ    (11) 

That is to say, ZOH has a delay factor 𝑒ି௦ఛ/ଶ 
approximately. Thus, if an adversary launches packet 
dropping attack such that only one control packet is 
received for every period 𝑘τ, where 𝑘 is a predefined 
positive integer, the control period is implicitly increased 
to 𝑘τ. i.e., by changing the number of dropping packets, 
the attacker can realize the delay attack effect too. 

4.3 THD analysis 

In order to investigate its stability, smart grid is 
usually approximated as a linear time-invariant system. 
According to the smart grid model in Fig.4, if the control 
signal 𝑉  is constrained, output voltage 𝑉  will be 
restrained similarly. 

Suppose 𝑉 is a sinusoidal function, the attacker 
selects the positive constraining point 𝑣 =
|𝑉௫𝑐𝑜𝑠(𝜙)| for some constrained voltage angle 𝜙, 
and drops all the packets whose control value 𝑉(𝑡) =
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𝑉௫𝑐𝑜𝑠(𝜔𝑡) > 𝑣.  Let's represent the signal 𝑉෨(𝑡) 
received by the voltage controller as Fourier series 

 

𝑉෨(𝑡)  = 𝑎 +  𝑎 cos(𝑛𝜔𝑡) + 𝑏𝑠𝑖𝑛

ାஶ

ୀଵ

 (𝑛𝜔𝑡) 

= 𝑎 +  𝑎 cos(𝑛𝜔𝑡)

ାஶ

ୀଵ

                        (12) 

where Eq.(12) holds because 𝑉෨(𝑡)  is an even 
function. If the adversary launches the single-side attack, 
i.e., any packet for control data 𝑉 > 𝑣  will be 
dropped, the total harmonic distortion is 

𝑇 𝐻 𝐷 =  ඨ
|𝑎ଶ|ଶ + |𝑎ଷ|ଶ + ⋯ + |𝑎|ଶ + ⋯

|𝑎ଵ|ଶ
         

≈  ඨ
|𝑎ଶ|ଶ + ⋯ + |𝑎|ଶ + ⋯ + |𝑎ே|ଶ

|𝑎ଵ|ଶ
    (13) 

where Eq.(13) is derived because |𝑎ே|  ( 𝑛 > 𝑁 ) is 
sufficiently small for large 𝑁. 

Similarly, if the adversary launches the double-side 
attack, i.e., all the packets for control value ห𝑉(𝑡)ห >

𝑣  are blocked. Then 𝑉෨
ᇱ (𝑡) = ∑ 𝑎

ᇱ 𝑐𝑜𝑠(𝑛𝜔𝑡)ାஶ
ୀଵ . 

Therefore, the total harmonic distortion due to the 
double-side attack is 

𝑏𝑇 𝐻 𝐷 ≈  ඨ
|𝑎ଶ

ᇱ |ଶ + ⋯ + |𝑎
ᇱ |ଶ + ⋯ + |𝑎ே

ᇱ |ଶ

|𝑎ଵ
ᇱ |ଶ

        (14) 

Fig.8 illustrates Eq.(13) and Eq.(14). THD is usually 
higher than the limit 8% recommended in the IEEE-std 
519 [15], in either single-side attack or double-side attack 
when the constrained angle 𝜙 > 5° . Therefore, the 
output voltage 𝑉(𝑡)  will have high THD in the BESS 
model, i.e., the selective dropping attack is effective. 
Similar analysis shows that other present attacks are 
viable too. 

4.4 Extension to one-phase BESS-integrated Micro-grids 

When a multiple of BESS are linked to the power bus 
in parallel as shown in Fig.1, the present attacks will still 
be applicable to each BESS. In addition, if an adversary 
attacks the control signals of all but one BESS unit, the 
non-attacked BESS unit may have a large direct current 
input from other units, hence may be damaged. This case 
is similar to charging battery with large current. For 
instance, assume that all the BESS units are identical, and 
the MGCC issues the same command to them. If the BESS 
unit 𝑈  is not attacked, but others are attacked by 

selectively dropping attacks introduced in Subsection 
3.3, unit 𝑈  will have the DC power flow and stay in 
charging or discharging status all the time, and hence 
become malfunction. 

 
4.5 Extension to three-phase BESS-integrated Micro-

grids 

Nowadays, there are three major controllers for 
three-phase BESS: ABC controller, 𝛼𝛽  controller, and 
𝑑𝑞  controller. In the ABC controller, each phase is 
operated independently. Thus, the attacks addressed in 
Section 3 can be directly launched on each phase. In 
another two controllers, Clarke-Park transformation [27] 
are employed to decouple the correlation among the 
ABC phases, and then the controller signal is produced 
and executed on each transformed signal independently. 
Thus, the attacks addressed in Section 3 can be directly 
started on the transformed domain too. 

4.6 Extension to BESS-integrated main grids 

Based on the status of power bus, a switch SS is used 
to connect/disconnect with the main grid so as to 
provide a stable and economical power supply. However, 
if a large number of BESS are connected with the same 
main grid, the attacker can attack the main grid indirectly 
because a compromised BESS will become a very high 
disturbance source. Specifically, the attacker 
compromises a sufficient number of BESS simultaneously 
such that their output powers are of low quality in terms 
of voltage value, frequency or phase. In this case, the 
main grid will immediately be disconnected with the 
compromised BESS in order to guarantee its quality of 
power. As a large amount of power supply lost suddenly, 
the main grid may be blackout. For example, if the grid-
scale 300 MW lithium-ion battery energy storage in 
California USA is disconnected, the main grid in California 
may suffer seriously. 
 

 
 
Fig. 8 THD varies with restraining point. TD is the 
distortion which includes the DC component. 
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4.7 Countermeasures 

Abnormality detection is an effective way to thwart 
attacks. If a BESS is being attacked with the present 
schemes, a BESS controller is able to detect the abnormal 
THD, and autonomously disconnected from the BUS or 
main grid in Fig.1. Although the above abnormal 
detection method is able to prevent hazardous effect 
propagation to the smart grid, it is a passive and after-
fact protection mechanism. Even worse, this 
countermeasure may propagate the damage to main grid 
(Refer to Subsection 4.6). 

In order to protect the BESS proactively, the 
controller hardware and software shall be trusted, e.g., 
by code attestation, so as to prevent code injection 
attack. Afterwards, it shall prevent the adversary from 
taking advantage of the communication channel. 
Although it is hard to prevent an adversary from sniffing 
the communication network, especially the wireless 
network, the following steps significantly enhance data 
and time resilience of the communication channel. 

Firstly, the devices within the grid must be ensured 
to be synchronized such that their time differences are 
within a predefined interval in normal cases, by adopting 
NTP (Network Time Protocol), GTP (Grid Time Protocol), 
or other protocols. Afterwards, for each message 
transferred between two devices, the sender adds a 
timestamp 𝑡 and the receiver will check the timestamp 
𝑡 against its local time 𝑡ଵ. Once the number of timeout 
packets or erroneous packets is beyond the predefined 
threshold interval, the BESS-integrated power system 
shall raise an alarm, or take other predefined actions. 

Secondly, the primary controller delivers 𝐸(𝑡) , 
instead of 𝑉(𝑡) , to the voltage controller control. 
After receiving 𝐸(𝑡), the voltage controller re-calculates 
𝑉(𝑡) = 𝐸(𝑡)𝑐𝑜𝑠(𝜔𝑡)  with a new pre-processing 
module. Empirically, 𝐸(𝑡) is only slightly changed in a 
short period, i.e., 𝐸(𝑡)  ≈  𝐸(𝑡ᇱ), where 𝑡 = 𝑡ᇱ + 𝛿 for 
some small positive 𝛿  and 𝐸(𝑡ᇱ)  is the latest data 
accepted by the receiver. After receiving 𝐸(𝑡) as input, 
the pre-processing module derives the reference value 

𝑉(𝑡)  =  𝐸(𝑡)𝑐𝑜𝑠(𝜔𝑡)  =  𝐸(𝑡)𝑐𝑜𝑠(𝜔(𝑡ᇱ + 𝛿)) 

≈  𝐸(𝑡ᇱ)𝑐𝑜𝑠(𝜔𝑡ᇱ)  =  𝑉(𝑡ᇱ)               (15) 

where Eq.(15) holds as 𝑐𝑜𝑠(𝜔𝛿)  ≈  1 and 𝑠𝑖𝑛(𝜔𝛿)  ≈
 1  for small 𝛿 . Hence, packet delay and/or dropping 
only have minor impact on the input of 𝐺௩ , thus the 
countermeasure will defeat the present attacks. 

Fig.9 is used to demonstrate the countermeasure 
effect. As shown in Fig.9a, if at least one control packet 
is received within 20ms, power consumption will 
become stable due to the above countermeasure. 
Similarly, Fig.9b also demonstrates that the voltage 

waveform in Fig.7b will become normal due to the 
second step of the above countermeasure. 

 
Note that the channel between primary controller 

and voltage controller shall be protected with the well-
known methods. That is to say, before being sent over 
the communication channel, any message 𝑚 (including 
timestamp and 𝐸(𝑡) ) shall be authenticated and 
encrypted as ℇ(𝑘𝑒𝑦, 𝑚|ℋ(𝑚)) , where ℇ(∙)  is a 
standard cipher (e.g., AES), ℋ(∙) is the standard hash 
function (e.g., SHA-1), 𝑥|𝑦  is the concatenation of 
strings 𝑥 and 𝑦, and 𝑘𝑒𝑦 is a key shared between the 
sender and the receiver. Thus the attacker is unable to 
know the control message 𝑚, and unable to change 𝑚 
without being detected either. 

5. EXPERIMENTS 

In the following experiments, the parameters in Fig.1 
are as follows: system parameters 𝑳𝒇 = 2.66 mH, 𝑪𝒇 = 
470 𝝁F, 𝑪 =  𝟐. 𝟔𝟔 𝝁F, 𝑳 = 3.55 mH, 𝑹 = 50 𝛀. The 
primary controller 𝑮𝒑(𝒔) = 𝑲𝒑 + 𝑲𝒊/𝒔 = 𝟎. 𝟏𝟓 + 𝟏. 𝟓/

𝒔 , the voltage controller 𝑮𝒗(𝒔) = 𝟑 + 𝟓/𝒔 , and the 
current controller 𝑮𝒊(𝒔) = 𝟑 + 𝟏𝟎/𝒔 . The triangular 
frequency 𝒇𝒔 =  𝟏𝟎kHz, the nominal frequency 𝒇𝟎 =
𝟓𝟎Hz, AC voltage RMS is 220V, and the battery voltage 
𝑽𝑫𝑪 = 600 Vdc. 

5.1 Sensitivity of estimate error in packet dropping 
attack 

If the communication channel for 𝑉(𝑡)  is 
authentically encrypted with the above countermeasure, 
an attacker is unable to know 𝑉(𝑡) correctly. Thus, 
to start packet dropping attack, the attacker has to 
derive the estimate 𝑉(𝑡) of 𝑉(𝑡) based on the 
BESS model and measurement on the power line, and 
then selectively drops the packets for voltage 𝑉(𝑡) 
whose estimate 𝑉(𝑡) > 𝑣. 

 
 
Fig. 9 Countermeasure against packet dropping 
attack (with reference to Fig.7b) by replacing V୰ୣ(t) 
with E(t) in the communication channel. 
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As shown in Fig.10, the selective dropping attack 
always incurs a high THD when the ratio of estimate error 
(𝑉/𝑉 − 1) varies over interval (-50% , +50%). It 
means that the packet dropping attack is insensitive to 
estimate error. 

 
5.2 Impact of system parameters on packet dropping 

attack 

In this experiment, we evaluate the attack 
performance by changing the BESS parameters and 
primary controller parameters. To this end, we change 
parameters ൫𝐾, 𝐾, 𝐶 , 𝐿൯  one by one when 𝑣 =

100V. As shown in Fig.11, when the ratio of parameter 
value varies over the interval (-50%, +50%), the THD due 
to the dropping attack is always high. Thus, the dropping 
attack is robust against system parameter deviation. 

5.3 Selection of dropping attack time 

Let the ratio 𝜌 =
ఙ

ఓ
 as an indicator of the active 

power stability, where the active power is the load 
consumption in Fig.1, its standard variance is 𝜎 , and 
mean is 𝜇. 

Denote the phase of 𝑉(𝑡)  as 𝜙(𝑡) ∈

[−180°, 180°) . In this experiment, the attacker drops 
packets for 𝑉(𝑡)  whose phase 𝜙 ∈ (−𝜙, 𝜙)  for 
some 𝜙 ∈ (0, 90°). Hence the dropping attack time is 
𝑇𝜙/180 for the nominal electricity period 𝑇. 

With reference to Fig.12, when the dropping attack 
time increases, the disturbance of output power tends to 
be higher. However, there are some peaks (𝑥 , 𝑦) in 
Fig.12. That is to say, longer dropping attack time does 
not mean better attack effect. To find the optimal 
dropping attack time 𝑥, the attacker shall measure the 
output voltage/current of smart grid, and then adjust his 

attack time to maximize the power fluctuation. In 
addition, as packet dropping attack is closely related to 
delay attack (Subsection 4.2), and a long dropping attack 
means large delay which will result in high instability. 
However, this experiment shows that the present 
dropping attack to DC-AC mechanism is different from 
general dropping attack. 

 

 
5.4 Sensitivity of selective dropping parameters 

As a generalization of the attack described in 
Subsection 5.3, the attacker will drop packets for 
reference voltage angle 𝜙 ∈ (−𝜙, 𝑙𝑒𝑛 − 𝜙)for some 
𝜙 ∈ (0, 90°), whether 𝑇 ×  𝑙𝑒𝑛/360 is the dropping 
attack time. In Subsection 5.3, 𝑙𝑒𝑛 = 2𝜙 . Let's study 
the impact of (𝜙, 𝑙𝑒𝑛) on attack performance. 

In the first experiment, let 𝜙  = −45° , and the 
packet dropping time 𝑙𝑒𝑛  is changed. With regard to 
Fig.13, a dropping attack with a random 𝑙𝑒𝑛 will result 
in a higher THD than the limits of IEEE-std 519 with a high 
probability. 

 
 
Fig. 10 The effect of selective dropping attack when 
the attacker has to estimate the reference voltage 
V୰ୣ(t), where v = 100V, x-axis X/X is the ratio 
between attacker's estimate 𝑉 and original V୰ୣ. 

 
 

 
Fig. 11 Robustness of packet dropping attack, where 
v = 100 V. The x-axis is the change ratio of 
parameters ൫K୧, K୮, C, L൯. 

 

 
 
Fig. 12 Power stability due to dropping attack time, 
T = 20 ms. All the packets in the dropping period are 
discarded assuming that the attacker knows the time 
of phase angle 0. 
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In the second experiment, let 𝜙  = 54°  and the 

start attack angle 𝜙  is changed. With reference to 
Fig.14, a dropping attack with a random 𝜙  will also 
result in the similar effect as the first experiment. 

According to the above two experiments, we know 
that there are many pairs of (𝜙, 𝑙𝑒𝑛) which can distort 
the smart grid. As it is easy and quick for an attacker to 
verify whether the attack is successful or not, the 
attacker can find a suitable (𝜙, 𝑙𝑒𝑛) pair to launch the 
packet dropping attack. 

 

6. CONCLUSION 
The large-scale integration of renewable generation 

directly affects the reliability of smart grid. Although 
BESS has clear benefits in improving the reliability of the 
grid, it can also bring new security challenges in malicious 
situations. 

As BESS-integrated smart grid usually adopts PWM 
control on DC-AC inverters, the control signal must be 
produced from external reference sources to meet the 
external power demand. By exploiting this control 
mechanism, the present paper enables to degrade the 
BESS-integrated smart grid by selectively dropping the 
control packets. According to the analysis and simulation 

results, the attacks are viable even if the BESS 
parameters vary over a wide range. In addition, the 
dropping attacks are closely related to the delay attack 
because an adversary can make ZOH in the close-loop 
BESS as a controllable delay factor. 

As the present attacks do not modify the 
hardware/software in the BESS-integrated smart grid, 
they are immune to the defense technologies based on 
cryptographic primitives. In order to defeat the present 
attacks, the control components shall be synchronized to 
diagnose the communication channels, and the 
reference signal is generated in the inner controller. 
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