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ABSTRACT

The power grid is the central hub of modern energy
systems. Traditional security analysis methods struggle
to cope with the rapid changes in operating states arising
from high renewable energy penetration. Enhancing
real-time security assessment capability is therefore of
great importance. This paper proposes a graph neural
network (GNN)-based framework for power grid
security analysis, which fully exploits the inherent graph
structure of power systems and incorporates operating
state information to directly learn security-related
patterns, enabling fast assessment of grid security.
Furthermore, gradient-based attribution is applied to the
trained GNN to help quantify and highlight critical buses,
transmission lines, and power flow features that
influence grid security. Case studies demonstrate that
the proposed method can significantly reduce
computational cost compared with conventional
simulation-based analysis while accurately identifying
key security characteristics under different operating
conditions.

Keywords: power system security analysis, graph neural
networks, model interpretability, intelligent energy
systems

NONMENCLATURE
Abbreviations
GNN Graph Neural Network
Gl Gradient x Input
DSA Dynamic Security Assessment

1. INTRODUCTION

Power system security is essential for ensuring the
stable operation of the grid [1]. With the large-scale
integration of renewable energy, operating conditions
have become increasingly complex, highlighting the
importance of dynamic security assessment based on
real-time system states.

Conventional methods typically rely on extensive
time-domain simulations, which are accurate but

computationally prohibitive for real-time applications
[2]. Analytical stability criteria offer an alternative but are
limited by modeling assumptions and computational
costs [3]. Consequently, achieving fast and accurate
security assessment under diverse conditions has
become a pressing need [4,5].

Recently, data-driven approaches have emerged as a
promising solution, learning the mapping between
operating states and security outcomes while reducing
computational burden [6,7]. Graph Neural Networks
(GNNs) are particularly effective, as they naturally
represent grid topology, integrate node and edge
features, and capture both local and global information,
outperforming conventional Al-based methods in
security classification [8]. However, most existing studies
remain limited: they lack interpretability tailored to
power systems [9] and often fail to identify the critical
factors that determine security, which reduces their
operational value [10].

To address these gaps, this paper proposes a GNN-
based framework for power system security analysis
enhanced by gradient-based attribution. The method
combines security prediction with an attribution analysis
of the trained GNN (Gradient x Input, GNN-GI), enabling
guantitative evaluation of the contributions of bus and
line features to the security prediction. Case studies
show that the proposed approach achieves efficient and
reliable prediction while revealing the most critical
components and security-relevant patterns, thus
providing practical guidance for secure grid operation.

The remainder of this paper is organized as follows:
Section 2 introduces the GNN-based security
classification framework; Section 3 presents the GNN-GI
attribution method; Section 4 discusses attribution-
based security feature analysis; Section 5 validates the
approach through case studies; Section 6 concludes and
outlines future research.

2. GNN-BASED SECURITY CLASSIFICATION MODEL
Before presenting the details of model construction
and methodology, we first outline the overall research
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framework, as illustrated in Fig. 1. The proposed
approach takes the operating state of the power grid as
input, employs a Graph Neural Network (GNN) to
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Fig. 1 Framework of the proposed GNN-
based security analysis method

perform security classification, and further applies a
gradient-based attribution method (GNN-GI) to quantify
the importance of node and line features. Based on these
attribution results, security analysis tasks are carried out,
including interpreting the classification results and
identifying critical buses and transmission lines.

2.1 Security Classification Problem Formulation

The objective of security classification is to
determine whether the current operating state of a
power system lies within the Security Region (SR). In this
work, the steady-state operating point x is represented
by node features [P,Q,V,0] , together with the
corresponding network topology G = (V,E). Under a
predefined set of contingencies, if the system can remain
stable without violating static security constraints after
all disturbances, the operating point x is considered
inside the security region and labeled as “secure” (1).
Conversely, if at least one contingency leads to instability
or constraint violation, the point is regarded as outside
the region and labeled as “insecure” (0).

This problem can be formulated as a graph
classification task, where the input is a graph structure
(V,E,X,Y) and the output is a binary security label y €
{0,1}. Here, YV and E denote the sets of nodes and
edges that represent the grid topology; X represents
node features, and Y encodes edge attributes such as
line admittance.

To model this task, we adopt a Graph Neural
Network architecture based on edge-conditioned
convolution [11]. In this framework, convolution kernels
are dynamically generated from edge features via a small
neural network, commonly referred to as Neural
Network Convolution (NNConv). This mechanism

enables effective utilization of edge attributes (e.g., line
admittance), thereby aligning the model more closely
with the physical characteristics of power systems. The
update rule for each NNConv layer can be expressed as:

R = o Z W, (y;;)h® + b, 1)
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Here, N(i)denotes the set of neighboring buses
connected to bus i; y;jis the admittance of branch
(i,)); Wiis a learnable weight matrix; ois the nonlinear
activation function; and b;is the bias term.

In terms of model architecture, a four-layer NNConv
network is employed. The first layer maps the four-
dimensional bus features into a 64-dimensional hidden
representation, while the subsequent three layers
maintain a hidden dimension of 64 to capture higher-
order information. Each convolutional layer is followed
by Batch Normalization and a dropout rate of 0.2 to
enhance training stability and generalization.
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Fig. 2 Architecture of the proposed

GNN model for power system security

To obtain graph-level representations, a global
average pooling operation is applied after the hidden
layers:
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The graph-level representation h; is passed
through a fully connected multilayer perceptron (MLP) to
produce a scalar output s, which is then activated by a
Sigmoid function to vyield the security prediction
probability p € (0,1).

2.2 Dataset Construction and Label Generation

For dataset construction, each steady-state
operating condition is converted into a graph sample.
Buses are represented as nodes and transmission lines as
edges. For each bus n, the node feature vector collects
the main operating quantities, including active power
injection P, , reactive power injection @, , voltage
magnitude 1}, and phase angle 8,,. If a bus is connected
to both generation and load, its injection power is
defined as the sum of the two. The resulting node feature
matrix and graph structure are given by

X=1[P,0,V,0,,n=12,..,1V| 3)
G=(VEY) 4)

To avoid training difficulties caused by differences in
feature scales, bus features are standardized using Z-
score normalization:

x' = (5)

Security labels are generated through time-domain
simulations under a predefined contingency set. For each
operating condition, simulations are carried out for all
contingencies. If the system remains stable in all cases,
the corresponding graph sample is labeled as secure
(y = 1); otherwise, it is labeled as insecure (y = 0). For
transient stability assessment, the rotor-angle stability
index 1 is employed:

360 - |A5max|

= max 6
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Here, Ad,.x denotes the maximum rotor angle
difference between any two generators during the
simulation. If n > 0, the system is considered stable;
otherwise, it is considered unstable.

3. EXPLAINABLE ATTRIBUTION

Explainability methods for Graph Neural Networks
aim to reveal how the model utilizes graph structures
and node features to make predictions. In other words,
they analyze the model output in a backward manner to
evaluate the contribution of graph features to the
prediction. In the context of power system security

analysis, this corresponds to assessing how different
buses and their operating features influence the
predicted security label.

3.1 Gradient x Input Attribution

Among various attribution techniques, Gradient x
Input (Gl) is a classical gradient-based method [12]. For a
scalar model output s andaninput feature x, its basic
form is given by:

ds
Gl = xka_xk (7)

The Gl score measures the marginal contribution of
an input feature to the prediction through the product of
the feature value and its gradient. It intuitively reflects
the sensitivity of the prediction to the input and can be
regarded as a first-order Taylor approximation.

3.2 GNN-GI for Power Grid Graphs

GNN-GI extends this idea to Graph Neural Networks
by directly computing Gl scores with respect to the node
input features under the message-passing computation
graph of the GNN. Given an input graph (¢ X'Y), a
forward pass produces the prediction score s, and a
single backward pass yields the gradient ds/ dX. The
attribution score for node i and feature k isthen:

ds
Tik = Xik I (8)
ik

Because message passing aggregates neighborhood
information into node embeddings, the obtained Gl
relevance naturally reflects how signals propagate and
interact across layers, without introducing extra
decomposition mechanisms. The overall relevance
matrix with respect to the input is

R = [Ti’k] € R|V|Xd (9)

where d is the dimension of node features.

After the GNN model is trained to accurately map
operating states to security labels, the relevance matrix
R can be interpreted as a local approximation of how
changes in bus-level operating features affect security
outcomes. If the model achieves sufficiently high
accuracy on the validation set, it can be regarded as
having effectively captured the salient dependencies
between operating conditions and system security.
Under this assumption, the GNN attribution results can
be reasonably viewed as a data-driven approximation of
the underlying security-relevant dependency patterns
linking power system operating features with security
outcomes.



4. SECURITY FEATURE ANALYSIS

This section describes how the attribution results are
exploited to analyze security-relevant patterns and to
identify critical buses and transmission lines.

4.1 Security Classification

Given an operating point described by graph
(G- XY), the trained GNN model f, performs forward
inference to obtain the score s for the secure class,
which is mapped by the sigmoid function into a predicted
probability:

p=o0(s) (10)
A binary security label is then assigned according to
a threshold 7 (typically setto 0.5):

(1, p=T,
y_{O, p<T. (1

The same forward pass is reused when computing
attribution scores, ensuring consistency between
prediction and explanation.

4.2 Bus-Level Relevance and Critical Bus Identification

Bus features are direct inputs to the GNN and
therefore have attribution scores available at the node-
feature level. For each bus i, a scalar relevance score is
obtained by aggregating the attributions over all

features, e.g.,
d
= Il (12)
k=1

where d isthe number of features per bus. A larger
r; indicates that changes in the operating variables of
bus i have a stronger influence on the predicted
security outcome.

By ranking buses according to {r;}, the most critical
factors for security assessment can be identified. From
an operational perspective, these buses correspond to
candidate points where active/reactive power
adjustments and voltage control are most effective, and
where enhanced monitoring may be required.

4.3 Mapping Bus Relevance to Line-Level Relevance

Active power flows on transmission lines are key
monitored quantities in practical power system
operation. Therefore, line-level relevance is also
required. Security-critical transmission lines are not
explicitly represented in the node-level attributions but
can be inferred by mapping bus-level relevance to line
flows. Under DC approximation, the relationship
between active power injection changes AP and active
power flow changes AS on lines can be expressed as:

AS = HAP, (13)

where H is the power-flow sensitivity matrix.

Let 7P denote the attribution-based relevance
vector of bus active-power injections. Substituting AP =
7% into the above relation yields a line-level relevance
measure:

rline — Hrbus (14)

The resulting vector 7™ is used to rank
transmission lines; higher values indicate lines whose
flows are more sensitive to security-relevant variations
reflected in the attribution vector. Physically, these lines
tend to experience larger flow changes under operating
condition shifts that strongly influence security, and
therefore have a greater impact on the overall system
risk.

The top-ranked buses and lines are reported as
critical security features. This joint feature selection
mechanism integrates bus-level operating variables and
line-level flow patterns, providing interpretable guidance
for secure power system operation and for the
placement of monitoring and control resources.

5. CASE STUDY
5.1 Dataset

Case studies are conducted on the IEEE New
England 39-bus system. Time-domain simulations are
run on a local workstation (Intel i7-10750H @ 2.60 GHz,
16 GB RAM, NVIDIA GTX 1650 4 GB), while model training
is performed on a server. All models are implemented
with PyTorch and PyTorch Geometric.

To span light-to-heavy loading conditions, operating
points are generated using a “system-level binning +
random perturbation” scheme. The total active load is
sampled from 10 uniform bins within 80%—-120% of the
base case. Generator active powers are then randomly
allocated subject to limits, and the total load is
proportionally randomized across load buses, producing
feasible power-flow operating points.

For each operating point, N -1 three-phase-to-
ground faults are simulated on all 34 AC lines with a 0.1
s clearing time. Using a rotor-angle-difference stability
criterion, a sample is labeled secure if it remains stable
for all contingencies; otherwise it is insecure. In total,
3043 samples (1524 secure, 1519 insecure) are obtained
and split into train/val/test sets with a 0.7/0.1/0.2 ratio.

5.2 Model Performance Comparison

To assess the performance of the proposed GNN
model, three commonly used data-driven methods are



selected for comparison: support vector machine (SVM),
XGBoost (XGB), and multi-layer perceptron (MLP).
Among them, SVM represents a traditional shallow
classifier, XGB is a well-known ensemble learning
algorithm with strong performance on structured data
classification, and MLP is the most common feedforward
neural network model. All three baseline methods take
the bus features [P,Q,V,0] as inputs but do not
explicitly utilize the graph structural information of the
power system.

Table 1 Model performance comparison

Method Accuracy Fl-score
SVM 0.9147 0.9135
XGB 0.9475 0.9485
MLP 0.9278 0.9278
GNN 0.9628 0.9639

Table 1 presents the performance comparison of
different methods on the test set. It can be observed that
the proposed GNN model achieves the best performance
across all metrics, significantly outperforming the three
baseline methods. This demonstrates that incorporating
graph structural information can effectively enhance the
classification capability for power system security
assessment, thereby validating the advantage of the
GNN-based approach.

5.3 Validation of Attribution

An insecure operating condition is selected from the
test set, under which the system loses transient stability
following a three-phase short-circuit fault on AC
transmission line AC29. Fig. 3 shows the relative rotor
angle trajectories §; — §3;0f all generators with respect
to the balancing generator at bus 31 under the AC29
fault. It can be seen that the rotor angle differences of
several generators continue to increase after fault
clearing and eventually diverge.

Rotor angle trajectories under fault
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Fig. 3. Relative rotor angles in the original case.

For this operating condition, the GNN model outputs
an insecure predicted probability of p = 0.2412. The
corresponding attribution results are presented in Fig. 4,
which depicts the top-10 critical bus—feature pairs for
this sample. It can be observed that the relevance of the
active power injection P;40f the generator at bus 34 is
dominant, indicating that this generator is the principal
contributor to the instability of this operating condition.

Top-10 Critical Bus-Feature Pairs (sample 0)
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Fig. 4. Top-10 critical bus features.

Based on the above attribution results, the active
power output of the generator at bus 34 is reduced by a
total of 12 MW, and an equal amount of surrounding
load is curtailed accordingly. The new operating
condition obtained after this adjustment remains
transiently stable under all predefined faults, implying
that the operating point has re-entered the dynamic
security region. The post-adjustment rotor angle
difference trajectories under the AC29 fault are shown in
Fig. 5, where the trajectories no longer exhibit loss of
synchronism.

Rotor angle trajectories under fault
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Fig. 5. Relative rotor angles after adjustment.

This case study demonstrates that GNN-based
attribution analysis can effectively identify the key



factors that most strongly affect the current security
status and can provide useful guidance for security
control.

6. CONCLUSION

This paper addresses the challenge of fast dynamic
security assessment by developing a unified graph neural
network—based framework for security classification and
feature interpretation. Bus voltage and power
measurements are embedded together with network
topology and line parameters, yielding higher security
classification accuracy on the test set than traditional
baseline methods. Building on this model, a GNN-GI
attribution scheme is introduced to quantify the
contribution of bus features to security predictions and,
via DC power flow sensitivities, project bus-level
attributions onto transmission lines. Case studies show
that the proposed method can pinpoint factors closely
related to transient instability and support small,
localized adjustments that drive insecure operating
conditions back into the dynamic security region,
demonstrating its effectiveness in balancing predictive
performance and physical interpretability and its value
for monitoring and security control.

Future research will focus on three directions: (i)
quantifying security risk and further improving dynamic
security assessment; (ii) validating the generalization
capability of the method under topology variations and
more complex operating conditions; and (iii) introducing
model reliability characterization and adaptive security
rule updating to improve its practical applicability in real-
world power system operations.
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